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I N T R O D U C T I O N

The concept of operational resilience has been around for
several years now, with a proportion of professionals
seeing it as an add-on to business continuity. However,
over time thinking has matured into a view more aligned
with that of the regulators - that Operational Resilience is
a discipline all of its own.

Life before COVID-19 saw proactive businesses studying
and adopting operational resilience, seeing its value to the
continued operation of their business in testing times.
Others have taken a more relaxed approach and some
have failed to heed the warning of regulators altogether,
finding themselves undertaking extensive damage
mitigation as the pandemic rapidly swept across the globe,
shutting down offices and limiting attendance in the
workplace. 

With operational resilience policy statements pending
(expected at the end of Q1) and at least a 12-month
implementation period - with speculation that either or
both the policy statements and implementation periods
could be delayed to provide further easing due to COVID-
19 - we explore why there is no time like the present to
get operational resilience frameworks in shape and in
place.
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B A C K G R O U N D  T O  T H E
O P E R A T I O N A L  R E S I L I E N C E
C H A N G E S
 
In April 2018, British bank TSB decided to go-
live with a data migration process it had been
planning for more than 4 years*. The migration
failed with catastrophic consequences, leading
to approximately 1.9 million customers** being
adversely affected in some way. 

Some customers were unable to complete house
purchases or pay deposits due on wedding
venues. Others experienced significant fraud
with erroneous access being granted on
accounts. Ultimately the result was £105m in
losses*** for TSB, circa. 80,000 customers
moving away from the bank and more than a
reputational bruise for the firm. 

Worse still was the real and tangible
consequences it had for the affected customers
and the stability of the UK financial services
market.

On 01 June 2018, Visa Europe’s primary data
centre fell over with what Charlotte Hogg called
‘a very rare partial failure’. This meant the
secondary centre could not properly synchronise
data and ultimately this led to a significant
slowdown in Visa’s ability to automatically
process payments. 

The incident lasted 10 hours, in which time
2.4 million transactions failed to process.
Many cardholders were left unable to access
cash or critical services. 

While Visa acted promptly and thoroughly,
the incident once again put operational
resilience in the spotlight. 

Prompted by major IT outages, the UK
Treasury Select Committee elected to
investigate the failures. The report
explained that widespread resilience issues
were present.

Concurrently, Which?, a consumer advocacy
charity, elected to conduct its own research.
Since the advent of the Payment Services
Regulations 2017 (the PSRs), firms in scope
of the PSRs must report to the Financial
Conduct Authority (FCA) using the Major
Incident Notification form when they
become aware of a major operational or
security incident. This form must be
submitted within 4 hours of detecting an
incident while the FCA is open, or when the
FCA re-opens.

Using this data, Which? found in March
2019 there were 302 reported IT incidents
affecting customer transactions over a 9-
month period (01 April 2018 – 31 Dec
2018).
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*https://www.tsb.co.uk/news-releases/slaughter-and-may/
**According to the Guardian newspaper
***Source the BBC - https://bbc.in/3oFcnRp



In December 2019, the PRA and FCA responded with coordinated consultation papers on Operational
Resilience. The consultation period, originally due to close in March 2020, was extended to 01
October 2020 to allow firms to prioritise their operational response to the COVID-19 pandemic.

IT incidents reported to the FCA by UK
financial services firms in 2018
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O P E R A T I O N A L  R E S I L I E N C E  R E Q U I R E M E N T S

Conceptually, the operational resilience regulations are simple, it's in the execution that firms are likely
to feel the pain. The consultation breaks down into 3 strategic outcomes underpinned by 5 supporting
requirements, with governance and self-assessment a common thread throughout. Recreated below is
a useful visual from the consultation paper.
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Firms must identify "important business services",
which if disrupted could cause harm to retail or
wholesale consumers, or threaten market
integrity. A firm must take the consumer’s
viewpoint (including internal customers). Internal
services such as HR and payroll are largely
excluded. However, to be important, disruption
to the service must threaten the viability of the
firm, harm customers, or destabilise the UK
financial system. 

One area of ambiguity remains whether
regulators will define a central list of core
important business services, but this may be
determined once firms have first shown their
hand.

The threat from disruption is quantitatively
measured by time-based tolerance metrics,
derived with reference to the maximum tolerable
period of disruption. This is the point at which
further disruption becomes unacceptable to firms
or their customers and, as such, subjective
differences may result. 

In practice, setting tolerances requires firms to
identify and map the people, processes,
technology, facilities, and information needed to
deliver each service, then conduct impact and risk
assessments to scale the threat and inform
tolerances.

Pain may arise for Boards in the form of a
challenge in reconciling impact tolerance
adherence with risk appetite, given impact
tolerances do not include likelihood as a factor in
calculations.

Where resource strain is present, as is common in
FinTechs, it may be challenging for teams to
spend the necessary time matching actual
recovery times with Board-accepted tolerances. 

Critically, if there has been underinvestment in
process and systems modelling it will slow
progress and, like Pandora’s box, reveal other
organisational shortcomings. Investment in effort
now could pay dividends long term, such as
identifying threats, opportunities, showing
overlaps, duplications, and efficiencies.

“CP29/19 Operational resilience: Impact tolerances for important business
services, PRA, December 2019”



Approve the list of important business
services
Agree the impact tolerance set for each
Be satisfied that the firm has appropriate
strategies and infrastructure for ongoing
adherence

MAINTAINING TOLERANCE LEVELS

With tolerances set, the hard work of remaining
within tolerances begins. Recognising this, the
regulators have made provision of up to 3 years
for firms to embed operational resilience
capabilities, but this should not be a reason for
complacency. 

The mapping, impact assessments and
continuity plans must be updated continually as
an organisation evolves and its services change. 

Firms must also demonstrate their resilience to
regulators by regularly subjecting their
capabilities to ‘severe but plausible’ disruption
scenarios. Testing programmes must be rigorous
and realistic, but firms must be mindful that full
testing capabilities may, in themselves, cause
unwanted disruption and new challenges to be
overcome.

Boards are required to:

This last requirement will be met by the Board
reviewing and challenging the self-assessments,
which must be honest, realistic and
comprehensive.

Self-assessments must be honest, realistic,
and comprehensive. What they should not
be is a ‘sales brochure’ for the Board,
auditors, or the regulator. To avoid falling
foul of becoming a brochure, firms must
clearly demonstrate current capability and
work planned and undertaken to close any
gaps identified in operational resilience
through testing, exercises and lessons-
learnt debriefs. 

If firms are to bridge legacy silo structures
and capabilities to successfully deliver
against the requirements of operational
resilience, then effective governance and
realistic self-assessments will be key to
demonstrating progress and success to
regulators in the future. 

As with all governance, developing internal
and external communication plans is also
key, not only for when important business
services are disrupted and customers
impacted, but throughout the steps of the
journey to greater resilience. 

Customers, vendors and shareholders may
increase scrutiny of resilience and compare
firms’ approaches and capabilities.
Communication must be honest, open and
place clarity at the forefront, as nothing will
make customers or shareholders go
elsewhere quicker than being misled or
feeling as though they are being duped.
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OPERATIONAL RESILIENCE IN THE
SUPPLY CHAIN

As financial services businesses continue  to
embrace digital solutions; as the evolution of
open banking continues; and as consumers show
their willingness to share financial data, reliance
on the FinTech ecosystem of specialist third-
party services continues to grow in importance. 

Layering vendor services to innovatively deliver
a combination of capabilities can generate
unbelievable value. But it can also quickly create
complex and opaque supply chains that are often
undocumented, meaning the full picture of the
supply chain landscape is unclear. This
represents significant operational and financial
risk to firms.

The scale and severity third-party risks present
is clear in the eyes of the regulator. We see the
evidence of this in the care taken to publish
dedicated consultation on the topic of
operational resilience rather than wrapping it
into their overarching OpRes paper. 
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For everyone else, the headlines filled with
stories of data breaches executed through
weaknesses in vendor controls, even in
high-profile technology firms, is evidence
enough of the imperative.

Weak operational resilience is not just felt
by firms. It can change the shape of entire
markets. Those who have failed to secure
their supply chains can fall by the wayside,
being replaced by new challenger FinTech
firms whose operating models are more
resilient by design and who gain
competitive advantage through not having
legacy architectures.

Supply chain agreements must be robust,
transparent, and well controlled so as not to
materially impair the quality of a firm’s
internal controls; to provide visibility on the
ethical behaviour of partners it has chosen;
and to protect its ability to meet basic
business objectives i.e. delivering great
products and high-quality services to
customers.

"The Open Banking roadmap will, at least, lead to significant improvements in API
performance if not necessarily to some of the new functionality that the ecosystem

needs if it is to truly thrive."
 

Bud - Beyond Open Banking Report



The practice of parking risks that scored high
on impact but low on likelihood behind
insurance plans or risk acceptance has been
proven redundant. 
Many of the continuity, recovery or resilience
plans in place were shown to have stagnated
somewhere in the late 20th Century, with a
failure to adopt, accept and partake in the
digital revolution.

GLOBAL, POLITICAL & MARKET FORCES

When COVID-19 became a threat to the UK in
March 2020, both the resilience plans and the full
extent to which firms were at significant risk from
third-party supply chains was painfully exposed.
Some blue chip firms took months to equip staff
with the tools and resources needed to operate
remotely (most notably perhaps in the insurance
sector). 

There were winners and losers in the race to cope
with COVID-19, but the lessons learnt are twofold:

1.

2.

This created sudden and, in many cases, prolonged
breaches in supply chains. These breaches are
especially problematic as many firms had failed to
comprehensively map their important business
processes, focussing on internal arrangements, and
neglecting to adequately consider third-party
arrangements. In effect, it leaves resilience
professionals and risk managers like electricians
trying to fix faulty wiring without a diagram, so
each step must be painstakingly unpicked and re-
routed.

At a time of heightened stress due to the
pandemic, and while the fallout from a
hurried Brexit agreement is yet to be fully
understood, the additional burden placed on
UK firms has done nothing to alleviate
strain on third-party supply chains. New
rules and new paperwork have exacerbated
and elongated delays and disruption.

Resilience planners will continue pushing
for backups and sourcing alternatives, but
continued uncertainty in Europe may fuel a
wider casting of the supply chain net, with
an increase in third-party risk becoming an
inevitable consequence that needs to be
factored into Board conversations on risk
appetite.

The key to lessons learnt lies in looking
beyond your own sector. Whatever your
views on Amazon’s employment practices,
Jeff Bezos’ firm has been a Blue Riband
winner, demonstrating exceptional
resilience and giving an exhibition
performance of supply chain management. 

Whether by virtue of its obsessive cost-
focus, search for efficiency and reduction of
delivery times, Amazon has arguably
delivered a masterclass in maintaining high
standards of product fulfilment and has met
customer needs to the extent its staff have
been classified as ‘Key Workers’. 
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5  S T E P  A C T I O N  P L A N

So, how do firms go about readying themselves for operational resilience changes while simultaneously
deploying resilience across the supply chain? Here is a suggested action plan to provide useful
guidance, so firms can seize the day and shape the future.
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IN CONCLUSION

As demonstrated with the case studies highlighted in the report, there is no time like the present for
firms to begin developing their approach to execution of operational resilience. Whether that’s starting
from fresh or refining existing practices, the moment is now. 

Firms need not wait for the impending policy statements to start getting their house in order. Using
the guidance set out in our simple 5-step plan, firms can transform their operational resilience
practices. 

ABOUT THE EDMUND GROUP

The Edmund group is a boutique consultancy, formed to break the consultancy mould. 

It provides high-quality strategic advisory services rooted in a deep technical understanding of
compliance, risk and financial crime disciplines honed with more than a decade of experience. Its
mission is to deliver flexible, agile and high-quality consultancy at an accessible price, fully tailored to
meet the individual needs of each client.

For help in assessing or implementing the operational resilience points set out in this paper, please
contact the Edmund Group for a free consultation by emailing jdeeks@theedmundgroup.co.uk
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ABOUT PASSFORT

PassFort provides a single SaaS solution to manage
compliance and financial crime across every customer
lifecycle. The platform is used by regulated firms,
financial services and compliance professionals across
the world.

Our flexible solution can be used to digital transform
KYC and AML checks for any product in any jurisdiction
for any client base. 

Headquartered in London, PassFort serves financial
institutions of all types and sizes, processing more than
150,000 compliance journeys each month. Since
inception in 2015, PassFort has helped customers with 
 more than 5 million of their customers compliance
journeys.

We help firms balance compliance with a great
customer experience.  

MORE INFORMATION 

PassFort regularly creates content on best practice in
compliance, RegTech and financial crime with industry
experts.

For more information or to receive future reports,
please sign up via the PassFort website.

BEST PRACTICE IN
COMPLIANCE

http://www2.passfort.com/find-out-more

